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511 ansadhdsaavanedidnmseiind Uiy svuuuan Falenea wazdeyaluiidnifiu (Drive) lnil
NLIAT
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(2) ses3umsldian Push Notification tienisudaiiion Email Insilnednlusi

(3) fmsdhsviatoyassnihaeieineuasgnienaeanaiiinisiudsdeya

51.3 9995Unsltusiu Web browser Wiy Google Chrome, Internet Explorer, Moxzilla, Safari Wag %'
p

atfuayuszuuinuauUaendenuinsgiy SSL 1o .

o
VpULIAYLN (Terms of Reference: TOR) vutinlfusnsszuu E-mail Page 3

a/



SUIAITD RN

wiisuszinalne
ISLAMIC BANK OF THAILAND » otklss ¢ skl 2600

5.2 AudnuuzamzmMamaiaiily
52.1 sasfumsyiheusiu Web Browser uupauiimesila
5.2.2 @nsa download wenansiuuusluguuu doc xis ppt uay pdf Idiiuetedes
523 mmsm‘%anq E-mail 910 Mail Client i MS Outlook, Outlook Express uazanu1saldeusty
slamea SsL 1
5.2.4 fiavensldou (License) sos¥udmnuldrinu SsL way Webmail ldmufifmun
525 flszuuluniatestiunmslanilida (Virus) wazaudu (Spam Mail) I#
52,6 35UU Web Mail azsessosiumuilvenasiynmwiinels wasBulumu imsgiu web 2.0
5.2.7 @wninsuds E-mail Wunwnlneldtu E-mail meusn iy Yahoo, Hotmail, Gmail s
528 aunsauudinddudulufusnneldlaghisiiadwaulndluguuuuasduasaunluddaslivosndi
25 MB
529 fifuillumaiuanvsnesau Drive waz Hangout Leftlirni 30 GB reti@gldu (Account)
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52.16 flswuu Calendar Inesasfuinmsgnuarnisldnudeluiiduedaios
(1) @nsa import/export eya Calendar lamuumsge Calendar 16t
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52.18 fldannsoiasusiadiu (Password) vesgldiesld Tnsannsadmunsiiainuetnalos 8 fdnus
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5219 ihsessnuanatiuil E-mail sesgldnu Wiguassuunsu
5.2.20 @w1savin encryption Tuns5uds E-mail Tae/ld SMTP uaz IMAP Protocol Iﬂﬂ‘l’ﬁ’mmigm Secure
Sockets Layer (SSL) uag Transport Layer Security (TLS)
5221 disruviududanu 2 $u (two-factor authentication) Tiglétdenldoy eifuauasnsislunsly
U
5222 fsguussanuazanlifquaszuuaiisn Untlaalndvesfld Tunsdagldasdeutnlday
firdasnoufnimeimeisay uasduasdosen
5223 spuuilliaudessesiumsldom HTTPS iterihsvatoyailldfndetugliuims Wemnasadftves
Yoyarly
5224 awnsaldan TLS dwmiuAnderulaumiissyly
5225 fauaszutannsauuudammiuiig E-mail fdweennnssuuiielfiiutermmunissmeavesdingld
5.2.26 @un3nain E-mail wuungy dmsumsds E-mail wigfuvaneauie E-mail vaanguls
5227 aunsatwualivydndd E-mail livarefier (email alias)
5.2.28 g@nnsaldau E-mail wqﬂnmﬁmﬁauﬁlﬁ WY iPhone, iPad, Windows Phone, Android m

5229 fldausavhnmsainetheniiu uae Signature H1M9 web interface 1a ¥ @
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5230 lianusaimundenunsuiudalutilifimuinenasndingy

5231 fhsuudanisuiiiiudous wavannsowsiufiuliaurueanunsaguiiuidaunysu-ls

5232 fldanansatmundvlsiidn iaauyms dhuwihnisdanis udlouiumils

5233 fldaumsadiiidguasinnumsneuiuhidynnyarsduitathnfensalulivuesilils

5234 issuumssumnneasdenianssuvasufiugly

5.2.35 annsathuiiuluuansuuivleidugld

5236 @unsaaisufiudmiunisldauuuungule

5.2.37 Hlsvuunsvesvieayssyy

5.2.38 ﬁ'i:UULanmsaaulaﬁﬁtﬂ'ﬁmmml'ﬁq11.1 WNa15UsEAN word  processing,  spreadsheet  uag
presentation &

5239 ansauvstuenansesuladligBudnuldenls

5.2.40 ﬁmum%w“ﬁfmﬂ-’u’amLana'ﬁ'Lﬁwmﬂisﬁu WU viewer, commenter, editor

5241 fguassuvannsadredvinnuiuivedwdfmunvaslditn lussldnimild Tunsdiidwadng
WWfimsanaanveifeuums

5.2.42 g@unsawUadiendrsaniwa Microsoft Word (.doc, .docx) Microsoft Excel (xls, xlsx) Microsoft
PowerPoint (ppt, .pptx) luifhuenanseaulails

5.2.43 annsnaiauuuaeunmtassaruTndeys inlily spreadsheet 1ot

5244 iszuu sync deyavesléany vugunsaling q 1y Aenfiame’ (Windows, Mac) gunsaliadeudl (OS,
Android) viiitesainssiulasdnluda

5245 sesfumaiivlnadeyavinalveldigean 10 GB sialvid

5246 femasnsalumsdundoyalusyiuifomasaienans (full text search)

5247 fsvuumsaiduladdmiuuansdoyama q ifldannsaassdunidios

5248 sruuiuled ansnsouansteyaldmarnvanesuuuy iy nwedeuln enansesulat! unm

5249 aansadmundvslunmsldoussuuduledlivatesyiu wu aunsadhils vieaunsaudluiuledld

5250 svuudiuled fndesdumdmiudumdeyaneliiuleddu q

52,51 awsedningldaniunangs 9nnisasieduladla

5252 awnsaldaussuy Email lwasniouluinag ungndnediatios 99.9% veaiatluifauniuufii
vavin

5253 fispuu M dmiudidonnuiidnus des uazddle dhudumnesiin

5254 fszuuenarseaulaillasgldnuvaeauansoudluenasesuladliniouiu

5255 mnsruuiildau fmafiuaruannsalul 4 (Upgrade) nun é‘lﬁu‘%mmzﬁmLﬁummmm‘iﬂlmiﬂgu
Toildananseldannls Tnolisianldarendin

5256 flszuuilannsaligliddnatoyavunalig gem 10 6B laladlisouulwdadly E-mail

5.2.57 fisruunsvi Video Conference fisaafunsUszapmiauiu Ialaisndn 25 audw3u G Suite Basic
waz 50 Audmu G Suite Business

5258 fnssuumaiessuuitaunsasesiuiafiu Log Auiidafuuuulidiia dafuam wau. Sdens
nssvhesRaReItuneuiawes wa. 2550 uavatiuudludianiy Uil 2) wa. 2560 seasunsiniuldlitesndn 90 Yu
waviiswandoanistafivadaios fil

(1) SMTP Log

- Massage ID 3 .
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- Receiver E-Mail Address
- Status Indicator
(2) IP Address of Client
(3) Date and time of connection
(4) IP Address of Sending Computer
(5) User ID
(6) POP3 or IMAP4 Log
5259 @unsnAum E-mail wasusniidanstuiinUsyiauenay Account, Sufl viseraummanls
5.2.60 fguasEuvaRNIn Export HAMsAMN Email wavwvilidanstuiinusyfadusuwunasguiteld
Tunsuszananauaznisnsavaeuls
52,61 fpsdin13iavin Security Baseline wazdmyin Hardening
5262 desiinstiostudayaiidiyuessumslunnanusvesteyadsil
(1) Data at Rest
(2) Data in Use
(3) Data in Transit
5.2.63 gliuinsenausuugnszuiun1sdinns Jesiunasuilylywminisiia Data loss prevention (DLP)
52,64 finszuaumsvih Cyber Incident Response uasiwiun SLA saufiaszeziaailunis Response Whilumu
wmsgIuana waslifuaduayunasn 7/24 $alue lunsdiifldenssuulilitiesdng
5.265 wnasguliuinisssuu Cloud feskumssusessnasgy edtiosdad]
(1) Cloud Security Alliance (CSA) — Security, Trust & Assurance Registry (STAR)
(2) 1SO 27017: Cloud Security
(3) 1SO 27018: Cloud Privacy
(4) ISO/IEC 27001:2013
5.3 ANANYMEIANIEYE G Suite Basic
53.1 ihadossiefugrunudoandnunsiily uasandnunzmeain
532 diluilifivieysluszuunanudituaendouunn 3068
533 aunsovhaldluusnminanmadeudedumediin
53.4 g@unsevinausauiu Microsoft Office wuu Offline 1a
535 flsvuumavh video conference fisasumsusspmiauiuld 25 au
54 guanuaenmunaiiaawe G Suite Business
54.1 ﬁuﬁﬁ’m%’uﬁuﬁaga Gmail, Google Drive Uiz Google Photos Huunalaigaiin
54.2 fiszuumsiiudieya Team Drives fnaunfingnau Inadeyaasdinset)
5.4.3 fiszuunavi video conference fisasfumsussagmiauiuld 50 au
544 fssuufumiilowasesdnaiiai Gmail, londns, Ufiu waruinisdu Tu 6 Sute molumliniten
545 fauaszuuasnsadans security keys v@aldaula wu naunsldau security key
546 fauaTyuUALNSATINASY log YaumAMsaiRneg fuadesiuienansuu Google Drive I 1y n13ln
LONENT NTAULBNENT ¥38N15 download 1BNneNT
54.7 fRUASTUVANNSONTINEEY log YBUNANIIAIAN 9 Ul Android, I0S vasldauls wu fins update 05
TVCELS
54.8 fguaszuuamnsadeen policy 314 Goosle Drive wenay OU 16 1wy Ynmswedienanslungumils )
ueygliuiienansiunieuenlsidmiugldondnngumils X
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549 fauassuvmsnsamedmaudadiou Wefmsalifiatulu log ves mobile audit wax/v3e Drive audit
54.10 fiszuuliggua ansansiaeudeyat-mailveagldnls widldmuszaudoyaluud
5411 annsovihanddlunsamiivansdeusedumesiin
5.4.12 enasavinausaiu Microsoft Office wuu Offline o
5.4.13 viesiisns (Google Vault) dwiu eDiscovery uagmsdnfiufeyat-mail uww wavlndionans
5414 fimsdnaduwmimagiimanivesiaya G Suite
5.4.15 fszuumssumuuudniezdmiudeyalu G Suite s Cloud Search
54.16 gwnsaasuennaiAdussrnsnae App Maker @
55 pudnuamewrdmiusruusimsinnsieiesneuiamesuasgunsalindoud (Mobile Device Management)
551 srUUTeeuNIUsnIsdanIsATat PC uaz Mobile Téan Management Console
552 svuusassulumsligldauaunsoamadougunsl wasinda Application Iddaedaies
553 $pUUTesiuMsUIMSTANTT Mobile Device leannvaneitsil
(1) Android 4.0 9ufia Version Uaqtiu
(2) Apple ios 6.0 auil4 Version Uaqiu
(3)  Windows mobile 8.0 ufis Version {agiiu
554 53UUTEUNMSTANSTERIY WumsiuaTTar, nssainsuauadiild sWariuie, msfmuans
yunengwassarhy wazmstlastuntskesariiudn
555 seuusesiumuansalumsdans Mobile Device lunselilgayme Tnefinasasnsofsd]
(1) mMeaudeyaunsdu wie auuAIay
(2) n13 remote lock
(3) N13¥I Pass code Reset
5.5.6 F¥UUTBITUNITINNTS Mobile Application Tnefinuanunsadiail
(1 maﬁmﬁ"‘a Application wag n1snamnsu application
(2) nsnum Compliant application wa% noncompliant application ﬁs‘ﬂ fauanunsafnne uay
Laignnsafnn
557 3zuu5aq%’umﬁr'imuﬂuiﬁlmﬂﬂﬁi’lﬁﬁw‘é@’l’is’mu'lunﬁL%"lﬁa Application uu Cloud

6. ndngrunsdudaiaue
Hiludeiaueazsosdurestiowaue Feusznause veduiauesa uasenansmude 6.1 4o 6.2 uazto 6.3 Fauenld
uenvasluiauasim fwaluil
6.1 it 1 M ionansiunnanRvesiuliaius sghaloedssdienadeluil
(1) lunsdliffudaiauaiiuifiyana
(n) Weruduayviernafudiudiie Waudwmidesuseiniseameouiiiyena (szoziam
laiiAu 90 $u) Tndnedevuduginng fildnnamuay nieufusesdungndes
(1) Unsiaviouitummsudiin Weudmidetuseans ssmalouliiyana wideusaaniaus
Tydsedenssumstfinns dnnsmun weslndifiounslng wioususesdiungnies wideiusesszevaliiiu

(¥

0 U

O
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